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IN THE CLAIMS : 

Please find below a listing of all of the pending claints. The statuses of the claims are 

♦ 

set forth in parentheses. 

1 . (Currently Amended) A method of using a printer to distribute print a n encrypted 
document stored on a server, the server being connected to a network, the method 
comprising: 

p1arinft_an_ordcr ror_the_encryptcd_documcnt_to be distributed jojhejattnter: 

c$tabli$hing_fl_connection_betwcen the seryer.and the T3rinter_to_which_tlie_encryptcd 
document will be distrfljutcd, after the order is placed: 

using a smart card to give an identity to the printe r within a predetermined amount of 
time ofthc.cstabljshinyLofJhe-connectiQn, the printer not having the identity until the identity 
is ^vca i,_whcrcin_thc_idcntitv includes at least one_cTVPtogmphicJcev_conta?ned on the smart 
card;_and 

whercin_the_seiy_cr_ti^ 

printer, and_thc_sctycr_cBnc_cl3 the placed order if the smart card fails to give the identity to 
the print erjwthiri_th^ 

using the printer and tjje at Jeast one cryptographic key to establish the printer identity 
with the server in response_to_thc_smart_caiid _giyinfljhc identity to the printer within the 
predetermined amount oftime : 

using the printer to receive an the encrypted document from the network; 

using the printer to decrypt the enc ryp ted document; and 

using the printer to print the decrypted docum ent 
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2. (Original) The method of claim 1 * wherein the encrypted document includes a message 
indicating a number of copies to be printed; and wherein the printer prints the number of 
document copies indicated in the message, 

3. (Previously Presented) The method of claim 1, wherein the printer includes a smart card 
reader; and wherein the printer identity is established by inserting a smart card into the reader 
and transferring the identity of the smart card to the printer at the time of document 
distribution. 

4. (Original) The method of claim 3, wherein the smart card is used to perform the 
decryption. 

5. (Original) The method of claim 1, wherein the printer includes an embedded processor, 
and wherein the embedded processor is used to perform the decryption, 

6. (Original) The method of claim 1 T further comprising the step of ordering the document 
prior to establishing the printer identity, 

7. (Original) The method of claim 6, wherein the printer is used to order the document 

8. (Original) The method of claim 6, further comprising the step of previewing at least one 
low quality document prior to ordering the document 
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9* (Original) The method of claim J , further comprising the step of using at least one 
cryptographic key to authenticate the printer prior to ordering the document, 

10. (Original) The method of claim 1, wherein the printer is used to render the decrypted 
document, 

1 1 , (Currently Amended) A method of using a printer to distribute a n_cncryptcd document 
stored on a server, the method comprising; 

p1acing_an order forj:hc_cncr^ printer: 
cstabHshin^aj^_nnc_ction bctwccnjh_c_s_crycr and thc^_rintcrJojyhich_thc_encrypted 

document jwllja^dis^^ 

using the printer and at least one cryptographic key to establish a printer identity with 

the serve r within a predetermined time of the establishing of th^conncction,jwhcrcin_thc 

seiver_ttmes_ouU_the_sery_er_clos^ 

cancels the placed jjrderjf the printcrjkns^ojiiye thenri the 
prcdctcrmincd_amount of time : 

using the printer to receive an the encrypted document from tine server; 

using the printer to decrypt the encrypted document; 

using the printer to print the decrypted document; and 

using the printer to indicate status of the printing so that the server can charge for 
copies that were actually printed, wherein the printer sends back a status acknowledgement to 
the server 
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12. (Currently Amended) A system for the distributed printing of encrypted documents over 
a computer network, the system comprising: 

a server connected to the network, the encrypted documents being stored on the 
serve r, wherein the server is operable to establish a connection with a printer; 

a_cl i en tjmachi n e_con n ect ed.to_th c_n etwork for pi acinR,an en crypt cd docum cnt o rdcr 
and identifying the printer to which the encrypted documents will be distributed to allow the 
seryerJo_establish_a connection _wi th_the printer aft er_the_encrypted_docum cntordcrjs placed: 

[[a]] the printer connected to the network, the printer being programmed to receive at 
least one cryptographic key after [[a]] thc_cncryptcd document order has been placed and use 
said at least one key to establish a printer identity, and then to establish the printer identity 
with the server via the networt c_within_a predeterrnined_arnount of time of the server 
establishing the connccdon_withjihc^rintcT ; 

the server being programmed to send at least one encrypted document to the printer 
after the encrypted document order has been placed and the printer identity has been 
established, whcrrin_thc_sqy_cr_t^ 

the_printfcr,_and_the_seiy_er_c^ the 
printer identity to the server within the predetermined amount of time : 

the printer being further programmed to retrieve the encrypted document, decrypt the 
retrieved document, and print the decrypted document according to the document order. 

1 3* (Original) The system of claim 1 2, further comprising a client for placing the document 
order. 
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14. (Original) The system of claim 1 3, wherdn the server stores low quality documents for 
customer preview* 

1 5. (Original) The system of claim 1 2, further comprising a smtxet cord for providing at least 
one cryptographic key to the printer and for performing the decryption, the smart card 
passing the decrypted document to the printer, 

16. (Original) The system of claim 12, further comprising a smart card for providing at least 
one cryptographic key to the printer; and wherein the printer includes an embedded processor 
for using at least one cryptographic key to perform the decryption. 

17. (Original) The system of claim 12, wherein the printer is further programmed to indicate 
status of the printing so that the server can charge for copies that were actually printed 

18. (Currently Amended) A network printer comprising: 

meanSjfoiLcgtflbHshm oyer_antAwork,_wherein the 

rcmotc_atc_mcludcs_a^ and wherein the connection is 

established after an_orderjror_the_encrypled_doeitment is placed: 

means for reading at least one decryption key from a srnart_card : 

means for using the at least one decryption key to establish a printer idenlity^whertin 
the printer identity_incluries_atJt^t_on contained on the, smart card : 

means for communi eating the printer identity to the server within ajprcdctcrmincd 
amount of time_of_establishin^the r conncetion with the remotc sitq wherrin the_sery_er times 
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out,_the_seryer cancels the_order for thc_cncrypted document, andthe server clo$e$ the 
connection established with the network printer if the network printer fails to give the printer 
idcntityjojhcjscrycr within the prcdetcrmincdamount of time: 

means for receiving an encrypted token from [[a]] the remote site; 

means for using a decryption key to decrypt the token; and 

means for sending the decrypted token to the remote site. 

1 9. (Currently Amended) A network printer that can communicate with a document server, 
the printer comprising: 

a smart card reader; 

a network interface for receiving a print_ordcr_for_an_cncryptcd documentand Jbr 
estabHshm^anetworkj^ 

wherein the documentservct stores encrypted documents : 
a processor; and 

mernoiy for storing a program that, when executed, causes the processor to use the 
smart card reader to read a cryptographic key from a smart card , 

use the ct y p jpffraphic key to create an identity for the printer; 

use the network interface to establish the identity with the document server within a 
predetermined amount jpf timc_of_cstablishinjLthc network connection withthejiocument 
server, whemn_the_document_scrycr_time 

established with the network printer, and the document server cancels the print order forthe 
encrypted_document i f_thc_idenlity_is_not_cstablished witMn_the_pTedetermfned_amount_of 
time. 
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use the network interface to receive an encrypted document, 
decrypt the encrypted document, and 

print the decrypted document 

20, (Original) The printer of claim 1 9, further comprising a keypad and display; wherein the 
program further causes the processor to receive a document order from the keypad. 

21 , (Previously Presented) The printer of claim 1 9, wherein the program further causes the 
processor to send printing status to the network interface so that the server can charge for 
copies that were actually printed, wherein the printer sends back a status acknowledgement to 
the server. 

22, (Original) The printer of claim 19, wherein the program further causes the processor to 
parse a message from the decrypted document, the message indicating a number of ordered 
copies, and wherein the program further causes the processor to print the ordered number of 
copies of the decrypted document. 

23, (Original) The printer of claim 19, wherein the program further causes the processor to 
render the decrypted document 

24, (Previously Presented) The printer of claim 18, further comprising: 

means for receiving an encrypted document from the network; 
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means for using a decryption key to decrypt the document; and 
means for printing the decrypted document 

25. (Currently Amended) A Server storing an encrypted document comprising: 

means for receiving a print order for the encrypted document: 

means for establishing a connection with a remote network printer after receiving the 
print order: 

means for receiving a message identifying [[a]] the remote network printer; 

means for acc e ssing receiving a cryptographic key from ossooiat e d - with the remote 
network printer within a predctcrminedarnountof time of establishing the connection with 
1he_remote_nctwork^printcr ; 

mcansjfor_c]osinft_the^ 
canceling the print order for thexnciypted doctiment if the.server fails to receive the 
ci^toj^phic_key_from_fo 

means for cnciypting a token with the key; 

means for sending the encrypted token to the remote network printer; 
means for determining whether the remote network printer was able to decrypt the 
token; and 

means for sending encrypted information directly to the rctnote_network printer if the 
remote_network printer was uble to decrypt the token. 

26. (Previously Presented) The method of claim 1, wherein using the printer and at least one 
cryptographic key to establish the printer identity with the server includes: 
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using an encryption key to establish a printer identity; 
receiving an encrypted token from the server; 
using a decryption key to decrypt the token; and 
sending the decrypted token to u remote site. 

27. (Previously Presented) The method of claim 1 1 , wherein using the printer and at least 
one cryptographic key to establish a printer identity with the server includes: 

using an encryption key to establish a printer identity; 
receiving an encrypted token from the server, 
using a decryption key to decrypt the token; and 
sending the decrypted token to a remote site. 

28. (Previously Presented) The system of claim 12> wherein the printer establishes Hie 
printer identity with the server by using the at least one decryption key to establish a printer 
identity; receiving an encrypted token from the server; using a decryption key to decrypt the 
token; and sending the decrypted token to the server, 

29. (Previously Presented) The printer of claim 1 9, wherein using the network interface to 
establish the identity with the server includes receiving an encrypted token from the server; 
using a decryption key to decrypt the token; and sending the decrypted token to the server. 

30-31. (Canceled). 
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